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Introduction and preliminary notes
Purpose of this document
This system description presents the cloud service [name of the cloud service] and the system of internal control relevant to its development and operation. Together with the controls it describes, it is the subject matter of the audit under the C5:2026 criteria catalogue (section 3.4.4).
	[Add intended users and use of the report]



Scope
The description covers [service, editions, regions] as at [YYYY-MM-DD] (type 1 report) or for the period [YYYY-MM-DD to YYYY-MM-DD] (type 2 report). It does not cover [excluded services, modules, environments].
Report type, catalogue revision and method for subservice organisations
Guidance
•  Purpose of the document, report type (Type 1 with a specified date or Type 2 with a period), catalogue revision
•  Method for subservice organisations (carve-out or inclusive)
	Field
	Entry

	Report type (type 1 or type 2)
	

	Specified date (type 1) or period (type 2)
	

	Catalogue revision and version
	

	Method for subservice organisations (carve-out or inclusive)
	



Reference to BSI C5:2026
The basis is the BSI Cloud Computing Compliance Criteria Catalogue C5:2026, version 1.0.1 (© Federal Office for Information Security 2026, https://www.bsi.bund.de/C5). Numbers in brackets after the chapter headings (no. 1 to no. 8) refer to the list of minimum content items in section 3.4.5.1. The outline uses its own headings and does not replace the catalogue; its wording is authoritative.
	Section
	Topic in the catalogue
	Where in this template

	3.4.3
	Criteria to be Applied
	Chapter 4

	3.4.4
	Subject Matter and Objective of the Audit
	Chapter 0

	3.4.5
	Requirements for the Description and the Management Statement
	Chapters 1 to 9

	3.4.6
	Consideration of Service Organisations
	Chapter 8

	3.5
	Dealing with Revisions of this Criteria Catalogue
	Chapter 10



Roles and responsibilities
	Role
	Task

	Document owner
	Consolidates the description, keeps terminology consistent and aligned with the control catalogue.

	Content owners per chapter
	Provide the content, for example operations, development, HR and procurement, and confirm it.

	Information security officer
	Reviews the mapping of controls to criteria IDs and the justifications for criteria that are not applicable.

	Management
	Approves the description and signs the management statement (section 3.4.5).

	Auditor
	Assesses the description and the controls; the auditor does not write the description.



How to complete this template (delete before sharing)
The Blackfort logo and the name Blackfort Technology are excluded from the licence. You may share the unchanged template with the logo. Replace the logo and sender details on the cover and in the header and footer with your own before you share the completed document. You may omit the attribution “Template: Blackfort Technology, CC BY 4.0” in completed documents (see the licence notes).
Fields shaded in grey and text in square brackets are placeholders. Replace them with your own entries.
The “Guidance” boxes say what belongs in a chapter. Delete them and this section before you share the description.
Describe the system as it was designed and implemented as at the specified date or during the period.
Refer to criteria by their ID only, such as IAM-05. Read the wording in the catalogue.
Enter organisation, cloud service, version, date, classification and document owner on the cover page. In Microsoft Word, version, date and classification appear in the footer automatically.
After changing headings, update the table of contents: right-click the table > Update field.

Related documents
	Template
	File
	How it relates

	Scope sheet
	c5-scope-sheet.docx
https://c5-readiness.de/en/c5-templates#scope-sheet
	Defines service, report type, criteria and service organisations; starting point for the other templates.

	Evidence register
	c5-evidence-register.xlsx
https://c5-readiness.de/en/c5-templates#evidence-register
	Records per piece of evidence which control it supports, where it is stored and which period it covers.

	Responsibility matrix for complementary user entity controls (CUEC)
	c5-responsibility-matrix-cuec.xlsx
https://c5-readiness.de/en/c5-templates#cuec-matrix
	Lists the complementary user entity controls (CUEC); basis for minimum content item 7 of the system description.

	Subservice inventory
	c5-subservice-inventory.xlsx
https://c5-readiness.de/en/c5-templates#subservice-inventory
	Lists the service organisations with the details for minimum content item 8 and for the directory under SSO-04.



The cloud service (no. 1)
Guidance
•  Name, service model, scope of service, editions
•  What is not part of the service
	[Enter text]



System components (no. 2)
Guidance
•  Architecture overview with diagram
•  Infrastructure, platform, software, data storage, networks
•  People and processes operating the service
	[Insert architecture diagram]



	[Enter text]



General conditions of the service (no. 3)
Guidance
•  Information on GC-01 to GC-06, one subsection each
Information on GC-01
	[Enter text]



Information on GC-02
	[Enter text]



Information on GC-03
	[Enter text]



Information on GC-04
	[Enter text]



Information on GC-05
	[Enter text]



Information on GC-06
	[Enter text]



Applicable criteria (no. 4)
Guidance
•  Table of all criteria IDs marked applicable/not applicable
•  Justification for each criterion that is not applicable (nature and design of the service or the provider's principles, procedures and measures, section 3.4.3)
•  Selected additional criteria and rationale for the selection
	Criteria ID
	Applicable (yes/no)
	Justification if not applicable
	Additional criterion (yes/no)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



System of internal control (no. 5)
Guidance
•  Control environment: organisation, roles, policies
•  Risk assessment
•  Control activities per area, mapped to criteria IDs
•  Information and communication
•  Monitoring activities
Control environment
	[Enter text]



Risk assessment
	[Enter text]



Control activities
	Criteria ID
	Control
	Frequency
	Owner

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Information and communication
	[Enter text]



Monitoring activities
	[Enter text]



Exceptions to normal operation (no. 6)
Guidance
•  Handling of security incidents and failures of system components
	[Enter text]



Complementary user entity controls, CUEC (no. 7)
Guidance
•  List of customer controls with criteria ID (from the responsibility matrix)
	Criteria ID
	Complementary user entity control (CUEC)
	Owner at customer

	
	
	

	
	
	

	
	
	

	
	
	



Subservice organisations (no. 8)
Guidance
•  Per subservice organisation: company name, location of processing and storage, assessment of complexity and dependency, available C5 reports (from the subservice inventory)
•  Controls assumed at the subservice organisation (CSOC)
•  How the provider monitors subservice organisations
	Company name
	Location of processing and storage
	Complexity and dependency
	C5 report (type, period)
	Method

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



	Subservice organisation
	Controls assumed at the subservice organisation (CSOC)
	Monitoring by the provider

	
	
	

	
	
	

	
	
	

	
	
	



Type 2 only
Guidance
•  Significant changes to the system of internal control during the period
•  Significant events during the period and measures taken, without revealing points of attack
	[Enter text]



Transition to C5:2026 only
Guidance
•  Planned changes to controls if the period ends on or after 28 February 2027: criteria ID, nature of the change, implementation status, implementation date
	Criteria ID
	Nature of the change
	Implementation status
	Implementation date

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Appendix: Licence and disclaimer
Licence: This template is our own work, published by Blackfort Technology on https://c5-readiness.de. It is licensed under Creative Commons Attribution 4.0 International (CC BY 4.0), https://creativecommons.org/licenses/by/4.0/. You may use, adapt and share it, including for commercial purposes. The parts taken from the BSI catalogue and the Blackfort Technology logo and name are excluded (see below).
Attribution: Template: Blackfort Technology, CC BY 4.0, https://c5-readiness.de/en/c5-templates. When you share the template itself, unchanged or adapted, please credit the source, link to the licence and indicate your changes.
Completed documents: In addition to the licence, we as licensor permit the following: in completed documents you use as your own, such as a system description in an audit report, you may omit the attribution of the template and delete the licence notices relating to the template. To that extent we expressly waive the attribution required under section 3(a) of CC BY 4.0 (section 8(c) of the licence). This waiver does not apply to the parts taken from the BSI catalogue: if the document still contains titles or quotations from the catalogue, keep the notice “© Federal Office for Information Security 2026, Cloud Computing Compliance Criteria Catalogue (C5:2026), CC BY-ND 4.0, https://creativecommons.org/licenses/by-nd/4.0/”.
Relation to the catalogue: The template contains criteria IDs as references and verbatim section and criteria titles from the BSI criteria catalogue. Source: © Federal Office for Information Security 2026, Cloud Computing Compliance Criteria Catalogue C5:2026, version 1.0.1, https://www.bsi.bund.de/C5. The titles are licensed under the catalogue's licence, Creative Commons Attribution-NoDerivatives 4.0 International (CC BY-ND 4.0), https://creativecommons.org/licenses/by-nd/4.0/; share them only unchanged and with this notice. The template contains no criteria texts; individual short quotations from the catalogue are given in quotation marks. Everything else is our own work under CC BY 4.0. The wording of the catalogue is authoritative.
Logo and name: The Blackfort logo and the name Blackfort Technology are excluded from the licence. You may share the unchanged template with the logo. Before you share an adapted or completed document, replace the logo and sender details on the cover and in the header and footer with your own. Do not use the logo or name in a way that suggests Blackfort Technology prepared or reviewed a completed document.
Disclaimer: The template is provided without warranty. A completed template is not evidence of an attestation; whether controls meet the criteria is for the auditor to judge. The template is not legal advice.
Further information: Short instructions: https://c5-readiness.de/en/c5-templates#system-description-outline. Background: https://c5-readiness.de/en/c5-system-description.
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